Feds Seek Google Search Records In Porn Investigation 

The DOJ is seeking the data to bolster its claims that the Child Online Protection Act, intended to protect children from online obscenity, does not violate the Constitution. Yahoo cooperated with a similar request. 
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The U.S. Department of Justice on Wednesday asked a federal judge to compel Google to turn over records that detail millions of Internet searches. The DoJ argues that the information is needed to defend a controversial anti-pornography law. 

The DoJ says it is seeking Google's data in an effort to show that the Child Online Protection Act (COPA) does not violate the Constitution. COPA was enacted in 1998 to shield minors from sexually explicit material online and suspended that same year when a federal court in Pennsylvania granted an injunction following a suit by The American Civil Liberties Union. 

According to the DoJ filing with a San Jose, Calif., judge, the government wants Google's data to help "support its contention that COPA is more effective than filtering software in protecting minors from exposure to harmful materials on the Internet." The DoJ says that to make its case, it has issued subpoenas to Google and "to other entities that operate search engines." 

Those other entities are AOL, MSN, and Yahoo, says DoJ spokesman Charles Miller. 

Google is fighting the subpoena, which the DoJ issued last year. 

According to the court filing, "The government has issued subpoenas to, and has received compliance from, other entities who operate search engines, and each of those entities has produced electronic files to the Government ... that do not contain any additional personal identifying information." 

Yahoo complied with the DoJ's request, although it did not provide any personal information about its users, said company spokesperson Mary Osako. "We are rigorous defenders of our users' privacy. We did not provide any personal information in response to the Department of Justice's subpoena. In our opinion, this is not a privacy issue," she said in an E-mail. 

DoJ spokseman Charles Miller echoed Yahoo's contention that the data sought doesn't include personally identifiable information. 

The government initially asked for two sets of data. First, a file containing all "URLs that are available to be located through a query on your company's search engine as of July 31, 2005." Following discussions with Google, this request was narrowed to "a multi-stage random sample of one million URLs." 

Second, the government asked for all "queries that have been entered on your company's search engine between June 1, 2005 and July 31, 2005, inclusive." 

The DoJ said in the filing: "The production of those materials would be of significant assistance to the Government's preparation of its defense of the constitutionality of this important statute." 

In a statement opposing the DoJ demands, Google associate general counsel Nicole Wong said, "Google is not a party to this lawsuit and their demand for information overreaches. We had lengthy discussions with them to try to resolve this, but were not able to and we intend to resist their motion vigorously." 

John Battelle, an online publishing entrepreneur and author of "The Search: How Google and Its Rivals Rewrote the Rules of Business and Transformed Our Culture," expects that the federal government will make more such requests of search engines. "Thank God Google is turning this into an issue, so we can even have this debate," he wrote in an E-mail. 

The debate, of course, has to do with privacy, though the government contends otherwise. 

"What an outrage!" says Paul Alan Levy, an attorney with the litigation group of nonprofit consumer advocacy organization Public Citizen. "There are two kinds of questions that are raised here. One is what ought a court to do about a subpoena like this? Our general view is that because Internet activity is a form of speech or association, there ought to be some standard of proof that a party seeking such discovery ought to be able to meet before obtaining information." 

"The second problem," he continues, "is ISPs should be aware of the danger of such subpoenas and really should be thinking very hard about how much of this information they ought to be retaining." 

That's a view shared by Sherwin Siy, staff counsel for the Electronic Privacy Information Center, a Washington, D.C.-based privacy advocacy group. "We think it's commendable for Google to take a stand against turning this information over wholesale," he says. "On the other hand, Google wouldn't have this problem to begin with if it didn't keep this information and store it." 

Even if the courts uphold COPA, it's still not clear COPA would do much good. 

"Even if COPA were to pass constitutional muster, experts say that parents would find it of little solace as the vast majority of Internet pornography — about 75% — comes to the U.S. from overseas Web servers outside the jurisdictional reach of U.S. laws and enforcement," said Tim Lordan, executive director of nonprofit advocacy group Internet Education Foundation, in testimony Thursday before the Senate Committee on Science, Commerce & Transportation. Lorgan cited the findings of a National Academy of Sciences panel assigned by Congress to study the issue. 

Parry Aftab, a cyberspace lawyer who runs WiredSafety.org, an online safety group to protect children online, said the identification requirements of COPA violate the privacy of adults. 

"There is not yet a way to identify that somebody is an adult without also identifying who they are," she explains. "And in this country, adults are allowed to view legal pornography without having to identify who they are. You might have to flash a driver's license to show that you're over 21 but nobody writes it down." 

Contrary to what the Justice Department seeks to prove in the name of child safety, Aftab -- who specializes in online privacy and security law -- says filtering software is a much better solution than legislation. 

She advocates improved user education and perhaps free filtering software, adding that parents don't use filters. "I talk to on average 500 to 1000 parents per month," she says. "They are the most clueless group you've ever seen in your life." 

She added, "I would like them to take one-tenth of the money that it would take Google to comply with this request and put it into an educational program" to teach parents about their options. 
